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Chapter 1. General Provisions
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Article 1. Purpose  (E#)
The purpose of these Regulations is to set forth the handling of personal
information by the Okinawa Institute of Science and Technology Promotion
Corporation (hereinafter, the “Corporation”) so as to provide for the smooth and
appropriate administration of the business and operations of the Corporation while
protecting the rights and interests of the individual.
ZOBFRE, MNATBAE TR AR AR s (LT THERE) &uhvo, ) 12T
DA NEHROTE MBI 2 FAFIHA ED 5 Z L2 L0 | B OFE K OO F7)>
SR E 20 >, EAOHNFIRAZREST L2 Z L2 AE T2,

Article 2. Definitions (&%)
The terms used in these Regulations shall be construed in accordance with Article 2
of the Law concerning Access to Personal Information Held by Independent
Administrative Institutions (Law No. 59 of 2003; hereinafter, the “Law”).
ZOBFRIZIRT D HFEOEFRIT. INATEIE NEORA T D NGO BT D 1A
CERASHERESER9 7S, LIT Al W9, ) H2HRDEDD & ZAICLD,

Chapter 2. Management System

2R EEYKH
Article 3. General Manager for Personal Information Protection  (fE A{EH#4E
PREEEEE)
1. The Executive Director shall be the General Manager for Personal Information
Protection.

B, EATFRRIEOGEE TS O TRECREE S L), ) 14%ES, F
¥
JFRE b > THRTD,
2. The General Manager for Personal Information Protection shall have general
responsibility for the management of personal information retained by the
Corporation.

PRLIRERE LA 1, PRI DIRE TR OB B B4 5 F B 215 5,

Article 4. Assistant General Manager for Personal Information Protection  ({&
MNERE AR L)
1. The Senior Manager of the General Affairs Group of the Corporation shall be
the Assistant General Manager for Personal Information Protection.
BRI, BTG REFEORGEE TS (LU TRRECRGEE ) LD, ) 14%EX,
W 7 N—T ik a B > THRT D,



2. The Assistant General Manager for Personal Information Protection shalll
assist the General Manager for Personal Information Protection.
RIFSFEORE A L, ISR S AT D,

Article 5. Personal Information Systems Manager (EAfE#HI AT LEHE)

1. The Manager of General Affairs Section of General Affairs Group shall be the
Personal Information Systems Manager.

B, EATEHRS AT 2EHE CUT MER A7 28BE] L), ) 14AEEE,
W7 N— T iR b > TR T D,
2. The Personal Information Systems Manager shall assist the General Manager for

Personal Information Protection and supervise matters relating to the administration
of computer systems and networks used to manage personal information.

T AT DEHEL, IEGGEE E 2 L, IR AEROEBI AR D ERM S 2T
LROF b U —7 OB 5 FH EHET 5,

Article 6. Departmental Personal Information Protection Manager (GH={EAE

BRBEE)

1. The head of each department shall be the Departmental Personal Information
Protection Manager.
FEBEIC, MEMEAHFROGEEEE CUT FiEGEEHE] Lo, ) 14%2E
%\
YHEHEDOREZ B> TR T D,

2. The Departmental Personal Information Protection Manager shall have general
responsibility for the management of personal information retained by the
department.

A E AL, U= T DRI NFROE B 5 955 aiiE 3 5,

Article 7. Sectional Personal Information Protection Manager GREREANEHRE

BFHEE)
1. Each section shall appoint one Sectional Personal Information Protection
Manager, which position shall be filled by the head of the section.
BREEE, R ANIGROGEE TS CUF EMGEEHE ] L), ) 1AZEE,
BHARBEFEORZ b > TR T D,
2. The Sectional Personal Information Protection Manager shall have general

responsibility for the management of personal information retained by the
section.

AREREE AL, SGREICB T SIRATE NG RO BB 5 FH AT 2,

Article 8. Personal Information Protection Officer (B AIE#FFEHE YE)



1. The Sectional Personal Information Protection Manager from each section shall
appoint one Personal Information Protection Officer to be the Document
Management Officer as set forth in the Document Management Regulations.

FARREE YRR ORI PR DA T AN ROER S (CUT R#
FAME ] L), ) 14 E S CEEHHIFRICED 5 CEEHHLE 2 H > TR TH,
2. The Personal Information Protection Officer shall assist the Sectional Personal

Information Protection Manager and shall be in charge of day-to-day operations
relevant to the management of the personal information retained in the section.

PRI, AREOGEEEE 2 L, SaREFCRT 2R AE ROE B RS 4
LEH AN D,

Article 9. Personal Information Protection Auditor (B&EEEE)

1. The part-time auditor of the Corporation shall be appointed as the Personal
Information Protection Auditor.

BRI, B TEROGEREAR S (UUT BEAEEE) L0 ), ) Z1IABESZE L L,
HHEORFEZ S > THETD,

2. The Personal Information Protection Auditor shall be responsible for auditing
the status of management for retained personal information.

EEEEEE. REAANFROEEORKRICOVWTERERT HEICH5,

Article 10. Personal InformationArticle 10. Personal Information Protection
Committee (EAEBRELZER)

1. The Corporation shall establish a Personal Information Protection Committee
(hereinafter, the “Committee”) to determine important matters related to the
management of retained personal information and to provide relevant
communication and coordination, etc.

Bl DA TR TR ROE P AR 2D HEFHOVIE, 8% - ST O 72, AL
WhiEZEs CIF [EER) LWvw), ) ERET D,

2. The Committee shall be comprised of a chairperson, vice chairperson and
committee members.

ZERIE. ZER. BIREERRUVZEZL > THERT 5,

3. The General Manager for Personal Information Protection shall serve as
chairperson and shall preside over the Committee.
ZERIL ZESE T, RERGEEHEZ Lo TR TS,

4. The Assistant General Manager for Personal Information Protection shall serve
as vice chairperson and shall assist the chairperson.
RIZERIT. ZERZHMEL, RIRFEIREEHEZ L > TR T,

5. Committee members shall comprise the Personal Information Systems

Manager and other such staff members and shall be nominated by the
President.



ZEIL, 1R AT LEHETONCHFERD L T 2B L b > TR T 5.

6. General Affairs Section of General Affairs Group shall be responsible for the
day-to-day operations of the Committee.
REEOFHIT, W57 N — TR 35,

7. In addition to the matters set forth in this article, the Committee chairperson may
determine other necessary matters regarding the operation of the Committee.
AERITED D b DODIFH, ZEEOEEIZFE ULERFHIL, ZERINED D,

Article 11. Staff Training ~ (BE#HE)

1. The General Manager for Personal Information Protection shall provide staff
members handling retained personal information adequate training in matters of
retained personal information handling and increase general awareness of
personal information protection.

IR IR B X, PRATIE A TEERO B MIREE DI BTk L. SR EATE SO Bk
WOV TEIEATRD | ENTFIROIGEIZ RS 2 Bk i & X % 72 O DREFE T O
BHEEAT O

2. The General Manager for Personal Information Protection shall provide staff
members involved in the management of information systems handling retained
personal information with necessary training in the management, operations,

and security of information systems to enable appropriate management of
retained personal information.

TR EEA X, RATENTE B 0 5 s A7 LB BT 2 S5 it ST
DIEITHR L, AT AEROEYLEEOT DI, [FH AT LAOFH, EAKOYE
F o VT 4 RPRICE L OB RBHE 21T 5,

Article 12. Staff Responsibilities (B DEE)
Staff members shall adhere to the letter and intent of all relevant laws,
ordinances and regulations, etc. and follow the instructions of the General
Manager for Personal Information Protection, Assistant General Manager for
Personal Information Protection, Personal Information Systems Manager,
Departmental Personal Information Protection Manager, Sectional Personal
Information Protection Manager, and Personal Information Protection Officer.
TREIE EOBRSIZANY | B H1ET KOO ED 2874 5 & & i, BFEk
I RIERGEE IS, EM AT LMEHE | s, S
M OGREILSE OFRITHE N, PRATE A Z B o /e i iudZe 5700,

Chapter 3. Personal Information Management

FIE RABEAERODGH



Article 13. Access (77 & &EIfR)

1. The Sectional Personal Information Protection Manager shall restrict access

to personal information to the minimum staff, as warranted by the
confidentiality and nature of the retained personal information, required to
achieve the purpose of use.
REREEHEL, REANBROMELFTZONAICE LT, HERFEANGER
[Z7 V2RI 2EREZET LB ZTOFABMZERT 51-OITWER/NROBE
ICBREEDET B,

2. Unauthorized Staff members shall not access personal information.

T EAEREZRLGVEBAIL, REEANERICT VLA LTIEGRLREL,

3. Staff members shall not access personal information for non-operational
purposes.

BRI, 77EAERZEIHHEETHoTH. FHLOBHLUNOBMTHRARE
NEHRICT VA LTI LAY,

Article 14. Personal Information Copying, Distribution, etc. (& DHIFR)
Staff members shall follow the instructions of Sectional Personal Information
Protection Manager when handling of personal information for operational
purposes in any of the following activities
TREIL, 55 Lo B TRATEAFRZI O GG Th>Th, IROK ST 21758
(ZONWTIE, ARERREE LA O RIIED 2T U By,

1. Copying of personal information
PRATIE RO
2. Distribution of personal information
TRATIE TG RO
3. Distribution to outside parties or distribution of media containing personal
information
PRATE N SR S AU T D IBYARDINR A~ SU TR L
4. Other inappropriate management of personal information
Z OMERAE NEROFE LS B SR 2 KIFETIBZDH D174

Article 15. Error Amendment, etc. @&V DFTIES)
Staff members, as instructed by the Sectional Personal Information Protection
Manager, shall promptly correct personal information errors, etc.
TREIE, AT ATFRONITIR Y FE2 R A LT AITE. RS 0RGEE I OfRITIE,
FTEZEAATORT U B vy,

Article 16. Electronic Media, File Management (& EHEL)
Staff members shall store personal information media in a designated location as
instructed by the Sectional Personal Information Protection Manager, and when



deemed necessary, store said media under lock and key in a fireproof safe.
TREIL, AREREEHE O RIHED, IRATEAERS GRS TV D BHAZ ED Bz
GITIRE T 5 & & HIT, BERH D LD L 1T, MHKESE~ORE, MFEF421T
bLDLT D,

Article 17. Electronic Media, File Destruction, etc.  (B&3E%)
In the event that personal information files, media (including storage, terminals, and
servers) is no longer needed, staff members, as instructed by the Sectional
Personal Information Protection Manager, shall delete relevant information and/or
destroy relevant media in a manner that renders it impossible to recover or
decipher the retained personal information.
TRELT, PRATIE TS ILRATEINIG O G STV TO D BHE Gk L O — IR S
WD HDEETe, ) AREERSTAITIE, IREREEEE O RITIED, Yi%fk
AENEROE T TAFEDIA AIREZLFIEIZ K0 3L IEROMEE XU TS A O pEE %
TO7RTIUTR BV,

Article 18. Personal Information Handling Records (#R&1E NEROBEEIRILOFEER)
As warranted by the confidentiality and nature of the personal information, the
Sectional Personal Information Protection Manager shall create ledgers, etc. and
record the status of personal information use, storage, and handling.

REMGEE AL, AT ROMENFEZONARIE U T, BREZ M L T, 4
TRAE N TEEROFIH K OPRAE S DB OIRBUZ DU TREER L7Z2F AU B 720,

Article 19. Personal Information File Ledgers Management, etc. ({BEAFER7 7
A NMBDEEE)

1. The General Affairs Section of General Affairs Group shall create, store, and
publish personal information file ledgers.

TENITER T 7 A VB, 7 N — TR | L, RE R ORET D,
2. The Sectional Personal Information Protection Manager shall formally request
the General Affairs Section of General Affairs Group when updating the

personal information file ledger and, whenever necessary, amend matters
recorded to the personal information file ledger.

AREPRREE L, AR T 7 A VISR~ S AR T 7 A Ve RA LT L
&, SUHEANEHR T 7 A NG SN T D FHEFTIEF T 5081 D5 & X1,
TENIEHR T 7 A /2 BT 5 & O 7/ — 7Bl s L i iuTZe 5720,

Chapter 4. IT Systems Security
HAE B AT AR D REDHREE



Article 20. Access (7 7 &= x i)

1.

The Sectional Personal Information Protection Manager shall take necessary
measures, as warranted by the confidentialty and nature of personal
information (in this article, Article 23 and Article 25 through Article 29, this shall
be limited to retained personal information handled in information systems), to
control access by establishing security measures (passwords, smart cards,
biometrics) to verify authorization (hereinafter, “Authentication Functions”).

AREIRGEE AL, PRATEAER CUF, REDBH 23 KO 25 /b3 29 4/
BOTHEHRS AT L THRYHE D bOIZIRD, ) OBEEFEZLONEITIGL T, NAY
— % (NAU—F, I CU— R, EREFRFEZV S, TR, ) 20 L THER
o3 oEE (LU RERERERE] L\ D, ) ZRET DHDT 7 & AHHDTZ0HIZ
VERIFE AT DD LT D,

When taking security measures described in the preceding paragraph, the
Sectional Personal Information Protection Manager shall initiate any rules for
the management of passwords, etc. (including regular and as-necessary
reviews) and take any required security measures in order to prevent the theft
of passwords, etc.

IRECRGEE A, ATEORE LT D25E12E. AU — FEOEHIZET 5 ED
OE (ZOEHSUIFERFORE L 25T, ) | /SAY— FEOHERPIIEFETT O 72
DICHEEEZ T Db D LT D,

Article 21. Records Access (77 & R54%)

1.

The Sectional Personal Information Protection Manager shall, as warranted by
the confidentiality and nature of retained personal information, enact such
measures as may be necessary to record access to personal information, retain
access records for a predetermined period of time, and regularly audit access
records.

IR E A L, AR NEMOMENSEZ ONFITE U T, SiZAE AR~
DT 7 ARM AT L, Ok CUT [7 78 A5k Lo, ) Z—EDHIH
AL, KOT 7 & A5k A EINE SUTFERAZ 0T 5 T Ol B R B 258 T 5 b
DET D,

The Sectional Personal Information Protection Manager shall take any
necessary measures to prevent the unauthorized modification, theft, or
unauthorized destruction of access records.

HERGEE AL 77 B ARROBE A, GESUIRIERTEEDOR LD 7o DI EE
RIEEAHT D bD LT D,

Article 22. Prevention of Unauthorized External Access @R SHDRIET 7 AD

BAi1k)

The Sectional Personal Information Protection Manager shall, as warranted by the

confidentiality and nature of retained personal information, take such measures as



may be necessary to prevent unauthorized external access to IT systems handling
personal information (e.g. firewall establishment to control access pathways).
AREGGEE AL, IRATENIEHRORENEFZ OIS U T, RAEAEREZ R #9
THRS AT DAOINNDDRIET 7B AZIET D7D, 774 T U4 —/LOREIC L
DRI DM BB 2T D b D LT 5,

Article 23. Computer Virus, Unauthorized Disclosure Prevention, etc. (2> =
—H TANAIZ L DIWMANEDRSLE)

The Sectional Personal Information Protection Manager shall take such measures
as may be necessary to prevent the infection of IT system by computer virus,
thereby preventing the unauthorized disclosure, loss, and/or damage of personal
information by computer viruses.
IREREE AL, 2 a2 —Z VANV R HRATEAGIROREZ O, HRSUTIEEO
BilbDT=, B a—H U A N AOEGLIEF O E S E AT 2D LT 5,

Article 24. Encryption  (f=1k)
The Sectional Personal Information Protection Manager shall, as warranted by the
confidentiality and nature of retained personal information, take necessary security
measures to encrypt personal information.
IREMGEE AL, (RETENEFROBIENESZ ONFITIE U T, 2O S EDT- DI B
BT Db D LT D,

Article 25. Information Verification, etc.  (AJIEHRDOIRELE)
Staff members shall verify input against original copies, as warranted by the
importance of retained personal information handled by information systems, in
order to confirm the content of personal information before and after processing,
and verify, etc. the integrity of existing personal information.
WREIZ, 1FHS AT L THD #00 IRATEAFROBEZEEIN C T, ANFEE ADNEL
DG, PR O L% A RN FRONEORER. BEFORAEANE#] L ORREEFLT
IbDET D,

Article 26. Personal Information Backup (v 77 v )
The Sectional Personal Information Protection Manager shall, as warranted by the
importance of retained personal information, take necessary security measures to
create and provide decentralized storage of personal information backups.
AT P, IRATEAFROEZEEIISC T, Ny 727 v T2k L. srBiRE S
DIZOIEIAEE 2T Db D ET D,

Article 27. IT System Design Documents Management, etc.  ([FHI 27 LGEE



FOEHE)
The Sectional Personal Information Protection Manager shall take necessary
security measures to store, copy and destroy, etc. IT system design documents,
schematic diagrams, and other documentation for information systems related to
personal information.
ARG AL, ARG BIARDTHERS AT AORRGHE, MRIXEOLFEZONT
SR DND Z L Rnd 5 ZORE, Bl EEFIZOVWTRERIFEZHET Db
DETD,

Article 28. Personal Information Terminals  Gi#RDFRE)
The Sectional Personal Information Protection Manager shall, as warranted by the
confidentiality and nature of retained personal information, take necessary security
measures to restrict terminals at which retained information may be accessed.
AEGGEE AL IRAENIEMORENFZONKIS T, 0BT O bk 2 (R
TET DO B NE LT Db D LT 5,

Article 29. Terminal Theft Prevention, etc.  (FaARDEEEH 11-25)

1. The Sectional Personal Information Protection Manager shall take necessary
security measures to prevent the theft and/or loss of terminals.

REOGEE ST, WAROEE IO DT, MBS T, MADREE,
BEORisESEDHEZHT H b D& T2,

2. Staff members shall not remove terminals from the Corporation premises or
bring in terminals from outside except when deemed necessary by the
Sectional Personal Information Protection Manager.

HREIL, IRERGEE IR D NEDH D LR D L EEFRE . IR INI~FFHH L, X
I HFRFHIAA TIT AR B2,

Article 30. Third Party Viewing Prevention  (88=3&D&LA51L)
Staff members shall take necessary security measures to prevent the viewing of
personal information by third parties when terminals are used (guidelines for
logging off IT systems)
BREIL, SAROFERIZ S 2> TE, AR E = IHlEIN D 2 &N d 5,
FERMRDUTIGE C TR AT Db u I 7 24T 9 Z & IR T 2 F O E A5
THHLOET D,

Chapter 5. Server Room Security, etc.
HoE EFIEEESOREEH

Article 31. Access Management  (AIEERDETH)



The Sectional Personal Information Protection Manager shall authorize persons
to enter the core server room in which equipment handling personal information
is located (hereinafter, the “Server Room, etc.”) and take necessary security
measures confirm purpose, log room access, identity, and ensure that staff
members are present when outsiders are granted access. If other media
storage contains personal information, similar measures shall be taken when
deemed necessary.

AR E AL, PRATENIE SR A Y ) 5 B2 — N EORGR ARRE T 5B
(LAY TE7FHEHES) LW ), ) ICAETHHERA AT HEEZEDDL L LB
FEORER, NBEOFLE, IOV TORBNE, SEDBAET 2558 0OE
DINRWVEDHEZHT DD ET 5, Fio, RAREANERZ ST DB ZRET
LI OOREER 7R T CODHEAITBEN TS, BEDRH D L5 & &L, [FRROHIE

T HbDETD,
The Sectional Personal Information Protection Manager shall, when deemed
necessary, simplify the management of server room access by identifying
Server Room, etc. entrances and exits and restricting location signs.
ARSI, WERH D LR D L &L, EFEEEEOMANOREIC
LD NBEOFEHOEG ., FHERTRORIREOHKEZH#T D5 b0 LT 5,
The Sectional Personal Information Protection Manager may enact security
measures to manage access to the Server Room, etc. and storage facilities
(installing access Authentication Functions and formulating rules for the
management of passwords, etc.; including regular and as-necessary reviews)
and take such measures as to prevent the theft of passwords, etc.
R AL ﬂﬁ%ﬁr%&%”ﬂ“&w%ﬁﬁm RONBEOEIIIOWNT, MENH
5 LD D L EIT, ABIURDFGRHRRELTRE L. KOVSA T — FEOEFICET S
TEDOFA (O IRERR O HUE Lé/\aﬁfo ) NAT— FEOGHWIIEHEZTT
)T/ E AT A b DT 5,

Article 32. Server Room, etc. Management (BTFHEM=EZOEE

1.

The Sectional Personal Information Protection Manager shall take security
measures as may be necessary to prevent unauthorized intrusions (providing
locks, alarms, and monitoring equipment for the Server Room, etc.)

AEGGEE AL SN DO RERBR AN A, B ST T gedE, SR
A58, BRI OREEDOHE LT DD ET 5,

The Sectional Personal Information Protection Manager shall take preventative
measures against natural disaster, etc. by providing the Server Room, etc. with
anti-seismic, fireproofing, smoke proofing and waterproofing equipment,
ensuring reserve power supplies for servers/other equipment and prevent
damage to wiring.

ARG, SRR 2. BRI, TR, Bhk, BOME, BhAKSE
VB E AR T H & L bIZ, — @1%%%%@%?55“ DRk, EE@OD?E{%KB}:



DFEAZ#T DD ET D,

Chapter 6. Personal Information and Operation Outsourcing

E6E RABABROBHERVEBOZEE

Article 33. Personal Information Provisions  (F&EEANEROIELL)

1. When providing personal information to outside parties other than
administrative agencies and independent administrative institutions pursuant to
Article 9, Paragraph 2, subparagraphs 3 and 4 of the Law, the Sectional
Personal Information Protection Manager shall document the party receiving
information by specifying the purpose of use, the legal rationale for the work in
which used, the scope and content of usage records and the form of use, etc.

AREOGEEEA 13, A 9 406 2 A 3 5 UV 4 S ORUEITH D S ATEHER K Ul
SATBAENFELSN OB RAATENEF R RUET 2 5610E, FHIE LT, R24HEcs
FOFIMER, R 2EBORMES, RIS 2 5k OGeesE 3 . FIHERE
FIZOWTHEmZIY 2T b D ET D,

2. When providing personal information to outside parties other than

administrative agencies and independent administrative institutions pursuant to
Article 9, Paragraph 2, subparagraphs 3 and 4 of the Law, the Sectional
Personal Information Protection Manager shall require the enactment of
security measures and shall, when deemed necessary, perform on-site
inspections prior to provision and periodically thereafter to confirm the status of
measures, record findings and seek improvements, etc.
ARECRREE A L, 155 9 506 2 TS 3 5 KOV 4 5 DRUEITHAD S ATBHRE A OVl
SATBUENFELSN DB\ RA R NIRRT 2551213, L efelrOfE 2 205k
5 & LHIT, BERHD LD D L &I, RARTUIFERH OB EEF 21TV,
ERATER L, TOMRLFRT D & & bi, dEEREDHELH#ET LI b0 LT
2o

3.  When providing personal information to administrative agencies and
independent administrative institutions pursuant to Article 9, Paragraph 2,
Subparagraph 3 of the Law, the Sectional Personal Information Protection
Manager shall, when deemed necessary, take the measures as set forth in the
preceding two paragraphs.

Article 34. Operations Outsourcing, etc. EBDELE)

1. When outsourcing operations related to the handling of retained personal
information, all necessary security measures shall be taken to avoid selection of
parties lacking the capacity to appropriately manage personal information.
Contracts shall contain explicit stipulations of the following matters, written



documents shall also be obtained confirming the manager, and other aspects of
the management system and the matters related to inspection of personal
information management at the outsourcer: A E AfEROER FR 5 2 &
SNBICZEET 25A12IE. EAEROBE S EIT ORI 2/ LIRWE L RET D
ZENRRNE S B A U U Hiav, Fio, BT, wICIT S
FHAWELT D & L bll, ZEURICRT 2 /EEFOEBYAH, EAFHRMOERONR
BUZHDW T ORI BT 2 FHEDOME R FH I OWTHIA TR T 2 b D ET 5,
(1) Obligations to protect the confidentiality of personal information
TEATE RIS DB IR DFHS
(2) Restrictions and/or conditions on re-outsourcing
HZREORIBRSUISAHZ BT 5510
(3) Restrictions on copying, etc. of personal information
B NAE ORI DOHIFRIZ B2 3511
(4) Response to unauthorized disclosure or other incident involving personal
information
TENTEHROIR ANV NFEDEROFEARHTIS T DRI BT 598
(5) Destruction of personal information and return of digital media at the
conclusion of outsourcing
ZEREE TR 1T DB NTFEROTEE K OSBRI Z B4 % 4
(6) Contract cancellation procedures and other necessary measures in the
event of violations
B LTe BT 2T IRBROHEE T O B2 I
When temporary staffs handle personal information, temporary staff referral
contracts shall contain explicit provisions regarding the confidentiality
obligations and other aspects of the handling of personal information.
PRATENITROBIR NFR D B ZIRE T B (2 K> TITOE 2561, FriirE IR
TESKIEN R ORrr 2805 T SR O BB T BI 2 2 RS L2 e 570,

Chapter 7. Security Issue Responses

H7E

LR EDORPE~DRIE

Article 35. Incident Reporting, Recurrence Prevention Measures, etc.  (FRDO#

1.

H RO IEE)
In the event of unauthorized disclosure or other incidents that pose security
problems for personal information, staff members shall, upon learning of the
incident, immediately report to the Sectional Personal Information Protection
Manager and Personal Information Protection Officer responsible for the
management of the personal information.
TRAE ST ROWZ\NELZRHERO LTI E 22 FEZRE LTBIT, £DFEE



RS TREIT, 0N LA N2 BB 2 i R T M Oy
Al ﬁf&%#éo

2. The Sectional Personal Information Protection Manager shall take necessary
measures to prevent the expansion of damage and incident recovery.
R IRGEE P, E DI L XU TR IR FE DT DI B B 255 T D,

3. The Sectional Personal Information Protection Manager shall identify the
chain-of-events leading to the incident and the extent of damage, etc. and shall
report in a timely manner to the Departmental Personal Information Protection
Manager, Personal Information Systems Manager, and Assistant General
Manager for Personal Information Protection. However, incidents deemed
particularly serious shall be immediately reported to the General Manager for
Personal Information Protection.

AR A |3, SR ORAE Lo, RIS L, @O =g
B EAEES AT LFEE K ORI RGEE _i&ﬁbﬁé 7272, FHIER

RO HLEREDIAE LA, EDICHREIREE A I S A F RO ON
THET D,

4. Upon receiving reports as set forth in the preceding paragraph, the Personal
Information Systems Manager shall immediately report to the General Manager
for Personal Information Protection and to the Departmental Personal
Information Protection Manager and Sectional Personal Information Protection
Manager for all other organizations relevant to the incident (excluding the
organization in which the incident occurred).

AMEIC KD WE 22 T TGRS AT LDEHE L, BONIRIEREE S, 20
BRI DMk (FROFREE LTz R<, ) OEREEHE M URRER
PR BT D,

5. Upon receiving reports pursuant to the preceding two paragraphs, the General
Manager for Personal Information Protection shall report the nature, history and
damage, etc. of the incident to the President and in a timely manner as
warranted by the nature of the incident.

R RGEE A 1L, RT=ICEE DI 2 1258103, FRONAEFEIIS LT,
URLHEROWNE, #okE, BRI 2 RERITEOIIRET D,

6. The Sectional Personal Information Protection Manager shall analyze the

factors resulting in the incident and shall take such measures to prevent further

recurrence.
AREGGEEHE L, FROBAELLFERZS L, FRMILLO-OIl LB HE
U UTZR 57220,

Article 36. Public Announcement, etc.  (AFZ%)
The President shall, as warranted by the nature and impact, etc. of the incident,



publicly announce the facts of the incident and measures to prevent recurrence,
and determine responses, etc. to persons whose information was involved in the
incident.

HERPULEDRH D L7005 & X1, FRONE, EE IS U T, HEBRLOHHY
IESRDOATR, U FRIMRDRAANDORSEOHELH#ET H DT D,

Chapter 8. Inspection and Audit
F8E RHMRUEAEDEMM

Article 37. Inspection (%)
The Sectional Personal Information Protection Manager shall inspect on a regular
and as-necessary basis the digital recording media, processing channels and
storage methods, etc. for personal information under his/her responsibility and
shall report findings to the General Manager for Personal Information Protection.
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Article 38. Audit  (B2)
The Personal Information Protection Auditor shall perform regular and
as-necessary audits of the management of personal information and shall report
findings to the General Manager for Personal Information Protection.
A E T, BRATENFROEERORDIUCADONT, EHN UIRERH A 21TV, 2D
Tt R AR B TS T 5,

Article 39. Evaluation and Review FHf A ORE L)
Measures for the appropriate management of personal information shall be
evaluated in response to inspection and audit findings, etc. and, when deemed
necessary, shall be reviewed.
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Chapter 9. Miscellaneous
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Article 40. Other Provisions  KEEZEDED)



1. Necessary matters related to the clerical processing of and fees for requests for
disclosure, requests for amendment and requests for suspension of use, etc.
shall be specified separately.
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2. In addition to these Regulations and the provisions set forth in the preceding
paragraph, the Committee shall formulate necessary matters for the clerical
processing of personal information.
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Supplementary Provisions (Regulations No.001 of 2006)
Mt B GEAak1 8-S 00 15)

These Regulations shall come into force from April 1, 2006
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Supplementary Provisions (Regulations No.17 of 2010)
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These Regulations shall come into force from April 1, 2010
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